Emergency Message Protocol (EMP) v2.0

## 1. Purpose

This document defines a compact, text-friendly message protocol for application traffic
over

Primary goals:
- Keep frames small
- Support reliable command/response workflows.

- Borrow practical design patterns from APRS (addressing, ACK) and Winlink
(structured, reliable transfer).

- Be easy to parse on Raspberry Pi and Android.

- Provide a stable canonical model that can be bridged to multiple transport
networks.

Status: Draft for discussion.
## 2. Design Principles-
Deterministic field order.
- Pipe-delimited top-level frame.
- Payload encoded to avoid delimiter collisions.
- Explicit ACK/NACK for control traffic.
- Duplicate suppression by (SRC, MSGID)'.
- Simple, auditable behavior first; optional extensions later.
## 3. Transport Assumptions-
Underlying carrier is Meshtastic text messages.
- One EMP frame should fit in one mesh text payload when possible
- Long messages can be fragmented using ‘FLAGS’ and metadata.
## 4. Frame Format
Canonical frame:

Field delimiter: *|’



"VA|TYPE|MSGID|SRC|DST|TS|TTL|FLAGS|PAYLOAD|CRC16°

Character set for all non-payload fields: uppercase/lowercase letters, digits,

Payload encoding: Base64url without padding.

CRC scope: everything from "V1' through the trailing ‘'PAYLOAD" delimiter and payload

bytes,

excluding final '|CRC16".

CRC algorithm: CRC-16/CCITT-FALSE, represented as 4 hex chars uppercase

5. Field Specification

. . Max
Field Required Le
V2 Yes 2
TYPE Yes 8
MSGID Yes 16
SRC Yes 16
DST Yes 16
TS Yes 20
TTL Yes 2
FLAGS Yes 64
PAYLOAD Yes 240
CRC16 Yes 4

ngth

Description

Protocol version literal.

Message class: TXT, CMD, ACK, NACK, TLM, FORM,
PING, PONG.

Unique per source; recommended base36
timestamp+counter.

Source logical ID (callsign or node alias).
Destination logical ID or ALL.

UTC timestamp, 1ISO-like: YYYYMMDDTHHMMSSZ.
Hop/forward budget as integer string 00-15.
Comma-separated key/value or bare tokens.

Base64url payload; may be empty string for
ACK/PING/PONG.

Frame integrity checksum.

CRC algorithm: CRC-16/CCITT-FALSE, represented as 4 hex chars uppercase.

6. TYPE Behavior
6.1 TXT



« Human-readable message content in payload.
e ACK optional.
6.2 CMD
e Structured command request.
e Requires ACK or NACK referencing same MSGID.
6.3 ACK
o Positive acknowledgement.
« PAYLOAD may include short status string.
6.4 NACK
« Negative acknowledgement.
e« PAYLOAD should include concise reason code and optional detail.
6.5 TLM
o Telemetry snapshot (weather, voltage, service state).
« ACK optional unless requested by flag.
6.6 FORM
o Structured larger content.
e Fragmenting is expected for larger forms.
6.7 PING/PONG

o Link test and latency measurement.

7. FLAGS Definition

FLAGS is a comma-separated list.

Examples:
« ACKREQ
« ENC=0
« FRAG=1/3

« PRIO=2



o« CHAN-=private
o« RETRY=1
Initial reserved keys:
« ACKREQ (bare token): sender requires explicit ACK/NACK.
e FRAG=n/t: fragment index and total.
o CHAN-=public|private|chN: logical channel hint.
e PRIO=0..3: relative priority.
e RETRY=n: current retry count.
« AUTH=tokenid: token reference, not secret content.
(NEW in v2 — Additional FLAGS)
o« CTC=PASS|PASS_WITH_RECORD|REVIEW_REQUIRED|BLOCK
« TRACE=NODE:A>NODE:B
« ORIG=1

8. Payload Encoding and Content
Payload is Base64url. Decoded content is UTF-8 text.
For structured content, decoded payload should be compact JSON.
Examples of decoded payloads:
e TXT: "Team check-in at site A"
e CMD: {"cmd":"SET_INTERVAL","value":3600}
e NACK: {"code":"NOT_ALLOWED","detail":"sender not allowlisted"}

9. Reliability Rules
9.1 Duplicate Suppression

« Receiver caches (SRC, MSGID) for at least 15 minutes.

e Duplicate frame with valid CRC is ignored but can be re-ACKed.
9.2 ACK Policy



e« CMD and FORM: mandatory ACK/NACK.

e TXT and TLM: optional unless ACKREQ flag present.
9.3 Retries

o Default retries for ACK-required messages: 3 attempts.

o Backoff suggestion: 8 s, 20 s, 45 s plus random jitter.

o Set/update RETRY=n in FLAGS on retransmit.
9.4 Timeout

e Mark as failed if no ACK/NACK after final retry window.

10. Fragmentation Rules

e Use FRAG=Nn/tin FLAGS.

All fragments use same MSGID, SRC, DST, TS.
« Each fragment carries a payload chunk.
e Reassembly timeout: 120 seconds from first fragment.

« Reassembled message processed only after all fragments pass CRC and
sequence checks.

11. Security Profile (Baseline)
« Maintain allowlist of trusted SRC for CMD.
o Require AUTH token reference for CMD and FORM writes.
o Validate timestamp freshness (recommended +/- 5 minutes).

e Reject commands if replayed MSGID appears in cache.

11A. Compliance and Regulatory Behavior (NEW)
Amateur RF transmissions must remain interpretable.
Ham RF Requirements

e Full EMP frame must be transmitted



Payload must be human-readable after Base64 decode

No stateful compression or opaque encoding

Non-RF Links

Compression and transport optimization allowed

Transport-Aware Behavior

IF transport == ham_rf:
send FULL EMP

ELSE:

optimization allowed

12. Error Codes for NACK

Recommended short codes:

BAD_CRC
BAD_FORMAT
UNSUPPORTED_TYPE
NOT_ALLOWED
AUTH_FAIL

STALE_TS
DUPLICATE

TIMEOUT
INVALID_ARG

BUSY

13. Worked Examples

(UNCHANGED — preserved exactly)

16. Multi-Network Gateway Architecture



(UNCHANGED — preserved exactly)

17. Adapter Contract (Per Network)
(UNCHANGED — preserved exactly)

18. Routing and Policy Layer

Routing decisions should be policy-driven, not hardcoded.

(Clarification added in v2):
EMP carries routing intent; gateway performs route execution.

19. Delivery State Model
(UNCHANGED — preserved exactly)

20. EMP Fields Reserved for Multi-Network Bridging
(UNCHANGED — preserved exactly)

21-24 Network Guidance, Validation, Scenarios

(UNCHANGED — preserved exactly)

25. Network Routing Process (Gateway)

(UNCHANGED — preserved exactly)

25A. Observability and Data Awareness (NEW)
External systems may observe:

e node presence

e message flow

o delivery success/failure



o data freshness
This information:
e may inform routing decisions
« may influence scoring inputs
But:

does not replace or control routing logic defined in Section 25



