
EmergencyHam Network (EHN) 

High-Level Overview & Federation Architecture 

A Unified, Resilient Communication System for Emergency and 
Everyday Operations 

————— 

1. Introduction 

EmergencyHam Network (EHN) is a transport-agnostic communication system 
designed to operate across heterogeneous networks including amateur radio, mesh 
networks, SMS, and the internet. 

Its core mission is to enable reliable communication between people, devices, and 
systems — even when traditional infrastructure is degraded or unavailable. 

EHN achieves this by separating identity, messaging, routing, and transport into distinct 
layers, allowing flexible, policy-driven communication across multiple technologies. 

————— 

2. Core Principle 

Internet for Synchronization. RF for Operation. 

• When available, the internet is used for secure synchronization of identity, policy, 
and routing data. 

• When unavailable, RF and local transports continue to carry messages using 
cached knowledge. 

• The system remains operational in both connected and disconnected states. 



 

3. System Architecture 

EHN is built on a layered architecture: 

3.1 User & Application Layer 

• Human users (operators, public users) 
• Sensors and IoT devices 
• Applications and dashboards 



3.2 Identity & Directory Layer 

• Logical identities: USER, ROLE, TEAM, SENSOR, NODE 
• Unique internal user_id for each person 

• Mapping of identities to endpoints (SMS, mesh, radio) 
• Verification and policy enforcement 

3.3 EMP Message Layer 

• Standardized message format: 
V1|TYPE|MSGID|SRC|DST|TS|TTL|FLAGS|PAYLOAD|CRC 

• Supports: 
– acknowledgments (ACK/NACK) 
– fragmentation 
– priority and flags 

• Content Transparency & Compliance (CTC): PASS / PASS_WITH_RECORD / 
REVIEW_REQUIRED / BLOCK 

3.4 Control & Operations Layer 

• Message lifecycle tracking 
• Retry and timeout handling 
• Queueing and prioritization 
• Observability and audit logging 

3.5 Routing & Policy Layer 

• Identity-first routing decisions 
• Path scoring based on: availability, latency, trust, cost 
• Multi-path routing for resilience 

3.6 Transport Interface Layer 

• Standard adapter interface: send(), listPaths(), getStatus() 
• Supports multiple transports: Meshtastic, MeshCore, APRS, Winlink, SMS, IP 

3.7 Physical Network Layer 

• RF (LoRa, VHF/UHF/HF) 
• Cellular (SMS) 
• Internet (IP) 
• Local links (BLE, USB) 

————— 

4. Federation Model 

EHN operates as a federated system of gateways. 



4.1 Regions 

• Logical groupings of gateways (geographic or organizational) 

4.2 Gateway Roles 

Full Sync Gateway - Holds complete directory - Participates in federation 
synchronization 

Edge Gateway - Holds partial directory - Optimized for local operation 

Roaming / Cache Node - Operates disconnected - Syncs when connectivity is restored 

————— 

5. Directory Synchronization 

5.1 Synchronization Methods 

• Internet-based (primary) 
• EMP over RF (fallback for critical updates) 

5.2 Update Types 

• Full snapshot 
• Incremental changes 
• Policy updates 
• Revocations 

5.3 Conflict Resolution 

• Versioning with timestamps 
• Policy-driven trust hierarchy 

————— 

6. Disconnected Operation 

When internet connectivity is unavailable: 

• Gateways operate using local directory caches 
• Messages continue via RF and local transports 
• Store-and-forward ensures eventual delivery 
• Limited updates may be exchanged via RF 

————— 

7. Roaming & RF Updates 

Temporary updates may be transmitted over RF: 

Example: USER:jsmith → NODE:mesh123 (temporary binding) 



• Short TTL 
• Limited scope 
• Logged and reconciled later 

————— 

8. Reconciliation 

When connectivity is restored: 

• Updates are synchronized across gateways 
• Conflicts are resolved 
• Audit logs are merged 

————— 

9. Security & Trust Model 

• Verified endpoints required for external delivery 
• Policy-driven trust levels 
• Rate limiting and abuse protection 
• Authenticated synchronization channels 

————— 

10. Key Design Principles 

• Identity-First: Route based on who, not how 
• Transport-Agnostic: Works across multiple networks 
• Policy-Driven: Trust, priority, and rules enforced 
• Resilient: Operates in degraded environments 
• Federated: No single point of failure 
• Human-Readable: Compliant with amateur radio rules 
• Extensible: New transports can be added easily 

————— 

11. End-to-End Flow 

1. Identity is resolved via Directory 
2. Message is created using EMP 
3. Routing selects the best path 
4. Transport delivers message 
5. ACK and status are tracked 
6. Directory sync and roaming updates occur 

————— 

12. Conclusion 



EHN provides a unified framework that bridges modern IoT, traditional radio, and 
internet-based systems into a single resilient communication network. 

It enables communication to continue when it matters most — regardless of 
infrastructure conditions. 

————— 

EmergencyHam Network (EHN) 
Connecting People, Devices, and Networks When It Matters Most. 


