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1. Purpose 

This document defines how EmergencyHam Network (EHN) gateways share identity, 
endpoint, and policy data across distributed systems. 

It enables the system to operate both in connected environments (with internet 
synchronization) and disconnected environments (using RF and local caches). 

————— 

2. Core Design Principle 

Internet for Synchronization. RF for Operation. 

• Internet is used for secure, efficient synchronization of directory and policy data. 
• RF and local transports are used for operational message delivery when 

infrastructure is degraded or unavailable. 
• The system must function in both modes without interruption. 

————— 

3. Federation Model 

EHN operates as a federated system composed of multiple gateways. 

3.1 Regions 

• Logical groupings of gateways 
• May represent geographic areas or organizational boundaries 
• Operate independently when required 

————— 

3.2 Gateway Roles 

Full Sync Gateway - Maintains a complete directory - Participates in federation 
synchronization - Acts as a primary synchronization node 

Edge Gateway - Maintains a partial directory - Optimized for local operation - Relies on 
synchronization for updates 

Cache / Roaming Node - Operates with a limited or cached directory - Designed for 
disconnected environments - Syncs when connectivity becomes available 



————— 

4. Directory Synchronization 

4.1 Transport Methods 

• Internet-based synchronization (primary) 
• EMP over RF (fallback for critical updates) 

————— 

4.2 Synchronization Types 

• Full Snapshot (complete directory) 
• Incremental Updates (changes only) 
• Policy Updates (trust, routing, permissions) 
• Revocations (removal of identities or endpoints) 

————— 

4.3 Synchronization Scope 

• Global (entire network) 
• Regional (subset of gateways) 
• Identity-specific (targeted updates) 

————— 

5. Versioning & Conflict Resolution 

Each directory record must include: 

• version identifier 
• timestamp 
• originating gateway or authority 

Conflict resolution strategies: 

• Latest timestamp wins (default) 
• Policy-driven priority (trusted source override) 
• Manual resolution (optional for critical conflicts) 

————— 

6. Offline Operation 

When internet connectivity is unavailable: 

• Gateways operate using local directory cache 
• Identity resolution continues locally 
• Messages are routed via RF and local transports 
• Store-and-forward ensures eventual delivery 



Restricted operations may include: 

• global identity updates 
• policy changes (optional, based on configuration) 

————— 

7. RF-Based Updates (Roaming Support) 

Limited updates may be transmitted over RF using EMP: 

• temporary endpoint bindings 
• location updates 
• minimal identity hints 

Example: 

USER:jsmith → NODE:mesh123 (temporary) 

Characteristics: 

• short TTL 
• limited scope 
• flagged for later reconciliation 

————— 

8. Reconciliation 

When connectivity is restored: 

• queued updates are transmitted to synchronization peers 
• conflicts are resolved based on policy 
• directory state is normalized across gateways 
• audit logs are merged 

————— 

9. Security Model 

9.1 Synchronization Security 

• synchronization channels must be authenticated 
• integrity protection required for all updates 
• optional encryption for non-RF links 

————— 

9.2 RF Update Constraints 

• RF updates must remain compliant with amateur radio rules 
• no opaque or encrypted payloads on RF 



• sensitive operations restricted or flagged 

————— 

9.3 Trust Model 

• endpoints must be verified before external use 
• gateways enforce policy-based trust levels 
• rate limiting applied at public interfaces 

————— 

10. Observability 

Gateways must track: 

• synchronization status 
• last successful update 
• cache freshness 
• conflict events 
• reconciliation activity 

These metrics support both operator awareness and automated system behavior. 

————— 

11. Summary 

The EHN Federation & Directory Synchronization model enables: 

• distributed operation without central dependency 
• resilient communication during outages 
• eventual consistency across the network 
• scalable growth across regions and organizations 

This model ensures that identity, policy, and routing information remain consistent while 
allowing the system to function independently when required. 

————— 
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