
EmergencyHam Network (EHN) Directory 
Specification v1.0 

1. Purpose 

The EHN Directory provides a logical identity and endpoint resolution layer that enables 
EMP messages to be routed across heterogeneous networks. 

It defines: - identity models (personal and operational) - endpoint mappings - verification 
and policy controls 

EMP carries who the message is for. The Directory determines how to reach them. 

————— 

2. Design Principles 

• Separation of concerns (EMP vs Directory) 
• Support both personal and operational identities 
• Multiple endpoints per identity 
• Verification-first for public-edge delivery 
• Policy-driven routing decisions 
• Resilience in degraded environments 

————— 

3. Identity Model 

Supported identity types: 

USER: Individual person 
TEAM: Group of people 
ROLE: Operational role 
SENSOR: Device 
NODE: Network node 
APP: Automated system 

————— 

4. Personal vs Operational Identities 

Personal Identity 

Represents an individual. 

Examples: USER:jsmith 
USER:n2dh 

Operational Identity 



Represents a function or group. 

Examples: TEAM:ops-1 
ROLE:net-control 

Requirement 

Both identity types SHALL be supported. 

————— 

4A. Unique User Identity (Core Requirement) 

Every human participant SHALL have a unique internal user_id. 

Purpose 

• stable identity anchor 
• supports multiple identities/endpoints 
• maintains audit continuity 

Relationship 

Internal User ID: USR-00027 
Personal Identity: USER:n2dh 
Operational Identity: ROLE:net-control 
Endpoint: +15551234567 

Example 

{ “user_id”: “USR-00027”, “profile”: {“display_name”: “John Smith”}, “identities”: 
[“USER:n1abc”,“ROLE:net-control”], “endpoints”: [ 
{“network”:“sms”,“address”:“+15551234567”}, 
{“network”:“meshtastic”,“address”:“!ab12cd34”} ] } 

Rule 

The Directory SHALL treat user_id as authoritative for a human, while identities and 
endpoints remain separate linked objects. 

————— 

5. Endpoint Model 

Each identity may have multiple endpoints. 

Fields: - network - native_address - verified - enabled - priority 

Example: 

{ “network”:“sms”, “native_address”:“+15551234567”, “verified”:true } 



————— 

6. Verification Model 

SMS: - OTP verification 

Mesh: - operator binding or approval 

Operational roles: - assigned by admin 

————— 

7. Policy Model 

Example: 

{ “allowed_networks”:[“meshtastic”,“sms”], “trust_level”:“standard” } 

————— 

8. Resolution Process 

1. EMP received (DST=USER:jsmith) 
2. Lookup identity 
3. Retrieve endpoints 
4. Apply policy 
5. Route via best network 

————— 

9. Emergency Scenario 

DST=TEAM:ops-1 

Resolves to: - mesh nodes - SMS numbers - Winlink 

Result: - immediate alert across networks 

————— 

10. Personal Scenario 

SRC=USER:alice 
DST=USER:bob 

Resolved via: - mesh or SMS 

————— 

11. Security 

• only verified endpoints used externally 



• maintain audit logs 
• rate limit public-edge traffic 

————— 

12. EMP Relationship 

EMP uses logical identities: SRC / DST 

Directory resolves endpoints and enforces policy. 

————— 

13. Minimal Implementation 

Required: - identities - endpoints - policies - audit logs 

————— 

Final Position 

The EHN Directory enables EMP to operate across multiple networks by separating 
identity, role, and transport, supporting both personal and operational communication 
while enforcing verification and policy controls. 


