EmergencyHam Full-Stack Summary

Defined Components vs Open Areas

Version: v0.2 Draft
Date: March 27, 2026

Overview

This document summarizes the current state of the EmergencyHam architecture. It
distinguishes between components that are well-defined and stable, and areas that
require further design and agreement.

The system is intended to provide resilient, identity-driven communication across
heterogeneous networks including RF, mesh, IP, and gateway-connected systems.

Defined Components (Stable Foundations)

1. Identity-Based Communication

Messages are addressed to logical identities (e.g., CLINICO1, TEAM3), not devices or
transport endpoints.
This abstraction allows flexibility across multiple networks.

2. Unified Endpoint Directory

Each identity maps to multiple possible endpoints: - Mesh nodes
- Radio endpoints

- SMS numbers

- Email

Preferred routing order and aliasing are supported.

3. Deterministic Message Structure

Messages follow a consistent format:
V1|TYPE|MSGID|SRC|DST|TS|TTL|FLAGS|PAYLOAD|CRC

This enables interoperability, parsing simplicity, and auditability.



4. Next-Hop Routing Model

Routing is performed hop-by-hop: - Each node checks if it is the destination
- Otherwise forwards to the best next hop

No global routing knowledge is required.

5. Multi-Network Operation

Messages can traverse: - LoRa mesh
- Wi-Fi / Ethernet

- Radio links

- SMS / email gateways

The message format remains consistent across all transports.

6. Message Classes

Defined categories include: - Telemetry (TLM)
- Command (CMD)

- Acknowledgment (ACK)

- Alert

- Text (TXT)

These define expected behavior and handling.

7. Priority Model

Priority levels are defined: - ROUTINE
- IMPORTANT

- URGENT

- EMERGENCY

- ABSOLUTE_EMERGENCY

Priority influences routing decisions, retries, and escalation.

8. Gateway Role

Gateways bridge networks, translate protocols, and resolve identities to endpoints.
They are critical to interoperability.



9. Delivery Concepts

Supported delivery modes include: - Best-effort
- Acknowledged delivery

- Retry mechanisms

- Store-and-forward

10. Layered Architecture
The system is cleanly layered:
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Open Areas (Require Further Definition)

1. Delivery Semantics

Precise rules are still needed for: - Retry timing
- Acknowledgment requirements
- Failure handling

2. Routing Intelligence

Needs definition for: - Route discovery
- Route aging
- Link metrics

3. Authorization and Trust

Not yet defined: - Who can send commands
- Role-based permissions
- Gateway trust



4. Priority Enforcement

Behavior under load requires definition: - Queue preemption
- Congestion handling
- Multi-path triggers

5. Store-and-Forward Policy

Needs clarity on: - Message persistence
- Expiration rules
- Queue limits

6. Directory Governance

Still open: - Who manages identities
- How stale entries are handled
- Conflict resolution

7. Loop Prevention

Requires formal rules for: - Duplicate suppression
- Replay protection

8. Error and Failure Reporting

Needs standardization: - Failure notifications
- Partial delivery handling

9. Observability

Operational visibility not yet defined: - Message tracing
- Route tracking
- Delivery status

10. Regulatory / Operator Control

Particularly for ham integration: - When human approval is required
- What can be automated



Overall Assessment
The EmergencyHam architecture is conceptually complete and well-structured.

Key strengths: - Clear identity model
- Strong separation of layers

- Flexible multi-network operation

- Deterministic messaging

Remaining work: - Policy definition
- Operational behavior

- Trust and authorization

- Observability

No maijor architectural components are missing.

Next Steps

Develop a Control & Operations Specification covering: - Delivery rules
- Routing behavior

- Trust model

- Gateway policy

- Priority handling

This will transition the system from concept to implementation.



