EMP Transport Interface Spec

Gateway path selection, failover, and staged multi-path expansion

Draft for EmergencyHam architecture work

Scope: common transport contract for gateway adapters, path scoring, and phased evolution from single-path delivery

to multi-gateway and multi-path routing.

Purpose

Define one transport-facing interface so EMP gateways
can use Meshtastic, MeshCore, APRS, Winlink, SMS,
MQTT, BLE, USB, and future paths without changing the
message or policy layers.

Design stance

Keep identity, directory, policy, and EMP stable above
transport. Start simple with deterministic primary-path
delivery, then add fallback, then static multi-gateway
routing, then weighted multi-path behavior.

1. Architectural Position

The transport layer sits below EMP and above physical or external network mechanisms. It does not decide the logical

meaning of a message; it only exposes reachable paths, delivery state, and health to the message, directory, and policy

layers.

The transport contract must support three things cleanly: sending and receiving EMP-bound payloads, reporting link

and path health, and exposing enough metadata for routing or failover decisions.

2. Transport Contract

Every transport adapter should implement the same minimum contract, regardless of whether the native medium is a

local cable, a BLE link, a radio network, a brokered IP path, or a gateway-to-gateway relay.

Contract Area Required Capability Returned / Accepted Why It Matters

Lifecycle start(), stop(), reconnect() | state transitions; error Lets the gateway manage adapters
codes uniformly and recover from link loss.

Send send(message, queued, sent, rejected, Separates acceptance from final

pathHint?) deferred delivery and supports future store-
and-forward.

Receive onMessage(event) normalized transport Feeds EMP normalization from any
event medium.

Status getStatus() up/down/degraded; Provides operator-visible health and

local details

automation triggers.

Path Discovery

listPaths(identity or
endpoint)

candidate paths

Supports simple primary path first
and richer path selection later.

Path Scoring Inputs

getPathMetrics(path)

latency estimate, hop
count, confidence, cost,
policy tags

Allows deterministic routing now and
weighted routing later.

Delivery Tracking

onDelivery(event)

ack, timeout, fail,
retryable fail

Lets EMP maintain message lifecycle
independent of native medium.

Observability

emit audit and debug
events

timestamped event
records

Required for traceability and
troubleshooting.




3. Core Data Objects

These are the minimum data objects that the transport layer should expose to the EMP router and gateway service.

Object

Key Fields Notes

TransportEndpoint

adapterld, mode,
nativeAddress,
logicalldentity?, enabled

Represents one reachable native address or
connection target, such as a BLE node, USB device,
APRS callsign route, SMS number, or MQTT topic.

PathDescriptor

pathld, sourceGateway,
targetldentity,
transportMode, priorityRank,
policyTags

A candidate delivery path from this gateway toward
an identity or endpoint.

PathMetrics

availability, reliabilityScore,
hopEstimate, age, costClass,
congestionHint

Keep intentionally simple at first; values can be
partially synthetic.

DeliveryEvent

messageld, pathld, result,
timestamp, detail, retryable

Normalizes heterogeneous status into one EMP-
facing lifecycle stream.

TransportStatus

state, lastSeen, errorState,
localSignal?, queueDepth?,
notes

Drives Ul health displays and automatic
reconnect/failover rules.

4. Phased Path Model

The simplest way to start is not to solve general routing on day one. Instead, let the transport layer evolve in phases
while keeping the interface stable.

Phase Routing Style \[\//IV::: It;:)e Transport Layer Typical Use
1 Single path Expose one configured First gateway, one local radio or one
primary path and simple external endpoint.
up/down health.
2 Primary + fallback Expose ordered paths One preferred radio path plus a backup
and failover eligibility. such as SMS, Winlink, or alternate mesh
link.
3 Static multi-gateway Advertise multiple Regional gateways with known roles and
candidate gateways with | preplanned coverage.
configured preference
ranks.
4 Weighted path Provide comparable path | Choose between several viable paths
selection metrics so the router can | under changing conditions.
score options.
5 Constrained multi- Allow duplicate or split High-value traffic where redundancy is
path sends only for approved worth extra airtime or cost.
classes or priorities.




5. Path Scoring Matrix

Not every transport can provide every metric natively. The interface should therefore allow both native and synthesized values. Synthetic values can come from
provisioning, policy, or recent observed behavior.

Native in Some

Metric Meaning Modes? Usable Initially? Needed For How To Start Simply How To Expand Later

Availability Can path be used Yes Yes Basic delivery and Use up/down/degraded only Add confidence and
now? failover recent success rate

Priority Rank Static path No Yes Primary path Provision rank manually Blend with observed
preference selection performance

Hop Estimate Approximate path Sometimes Optional Mesh path choice Use configured estimate or Learn from telemetry or
distance unknown route reports

Reliability Score Chance of No Optional Weighted routing Start with fixed class values Update from rolling
successful success history
completion

Cost Class Airtime, carrier cost, | No Yes Policy-aware routing | Tag each path Add dynamic cost
operator burden low/medium/high windows

Congestion Hint How busy the path Sometimes No Avoid overloading Ignore at first Add queue depth and
is channels observed delay

Latency Class Fast vs slow path Sometimes Optional Urgent traffic Use static fast/normal/slow Add observed end-to-end

handling tags timing
Trust Class Operator trust or No Yes Command/control Provision per gateway/path Tie to signed gateway

authorization level

and protected traffic

identity and policy

6. Suggested Interface Skeleton

A language-neutral shape for the transport layer is shown below. The goal is not syntax precision but separation of responsibilities.

interface EmpTransportAdapter
id() -> string

mode () -> TransportMode
start () -> Result
stop() -> Result

reconnect ()
getStatus ()

listPaths (targetIdentity?) -> [PathDescriptor]
getPathMetrics (pathId)

-> Result
-> TransportStatus

-> PathMetrics

send (empMessage, pathId?) -> SendAcceptance
onMessage (callback)
onDelivery (callback)




onStatus (callback)

7. Provisioning Needed To Support the Interface

Provisioning Area Examples Needed From Day One? Why
Adapter identity adapterld, mode, enabled Yes Lets the gateway manage multiple transport plugins
consistently.
Connection details BLE target, USB device, broker Yes Makes the transport instantiable and restartable.
URL, radio profile
Static path ranking primary rank, fallback rank Yes Enables simple deterministic routing before dynamic
scoring exists.
Policy tags private-only, emergency-capable, | Yes Prevents unsafe use of technically reachable paths.
command-allowed
Endpoint binding identity to native address or route Yes Connects directory logic to transport reality.

Synthetic metrics

cost class, latency class, hop
estimate

Optional but useful

Provides a bridge from static configuration to later
weighted routing.

Health thresholds

stale timeout, retry window,
failover threshold

Optional

Lets the system move from human-supervised to semi-
automatic recovery.




8. Recommended Simple Start

e Start with a gateway service that knows one primary path per target identity and, optionally, one fallback path. Keep path choice deterministic and

configuration-driven.

e Expose only three health states at first: UP, DEGRADED, and DOWN.
e Use static path ranks, static cost classes, and operator-set policy tags before attempting dynamic scoring.
e Treat multi-path as a controlled exception for urgent or explicitly redundant traffic, not as the default.

9. Expansion Path

Stage Add This Outcome

Stage A Single transport adapter + one configured path Fastest route to a working gateway.

Stage B Fallback path + delivery events + health Automatic failover without complex routing.
thresholds

Stage C Directory-aware listPaths() and static multi- Planned regional routing with clear operator control.
gateway ranking

Stage D Observed metrics and weighted scoring Adaptive path choice under changing conditions.

Stage E Selective duplicate sends and stronger route Higher resilience for critical traffic.

observability

10. Design Rule

Keep EMP, identity, directory, and policy stable. Let the transport layer grow underneath them. That preserves interoperability while allowing the gateway
network to start simple and become more capable over time.




