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1. Purpose

Defines how EMP nodes and gateways discover routes, evaluate paths, select routes,
perform failover and multi-path routing, and avoid loops.

2. Design Principles
Identity-first routing; transport independence; deterministic but extensible behavior.

3. Route Model

Route includes destination identity, endpoint, transport, next hop, cost, priority, trust,
availability.

4. Path Evaluation Model
Paths scored using availability, latency, reliability, cost, trust, and capacity.

5. Routing Levels

Level 0: single path; Level 1: primary + fallback; Level 2: ordered list; Level 3: weighted
selection; Level 4: multi-path.

6. Failover Behavior
Triggered by transport failure, ACK timeout, or policy rejection.

7. Route Aging

Static routes persist; dynamic routes decay over time.

8. Loop Prevention

VisitedNodes tracking; prevent forwarding to previously visited nodes.



9. Multi-Path Control

Allowed for emergency conditions; duplicate control required.

10. Transport Integration

Transport must expose send, status, health, cost, latency estimate.

11. Policy Integration

Routing respects allowlists, trust, and operator rules.

12. Operator Control

Manual overrides and visibility into routing decisions.

13. Observability

Logs for path selection, retries, failures, and multi-path events.

14. Implementation Plan

Phased rollout from single-path to advanced multi-path routing.



