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1. Purpose 
Defines operational behavior for EMP systems including delivery, routing, trust, queueing, 

loop prevention, observability, and operator control. 

2. Scope 
Applies to EMP gateways, adapters, transports, and routing nodes. Does not define 

hardware or UI. 

3. Layer Position 
Applications → Identity/Directory/Policy → EMP Message Layer → Control & Operations → 

Transport → Physical Networks 

4. Message Lifecycle 
States: CREATED, ACCEPTED, QUEUED, ROUTING_SELECTED, IN_FLIGHT, DELIVERED, 

ACKNOWLEDGED, EXPIRED, FAILED, REJECTED 

5. Delivery Modes 
Best-effort, Acknowledged, Store-and-forward. 

6. Retry Rules 
Default: 4 attempts, exponential backoff, 1.5s initial, 30s max. 

7. TTL and Expiration 
Messages expire based on TTL; defaults vary by type. 

8. Acknowledgment Rules 
ACK required for CMD, ALERT, emergency priorities, or explicit flag. 



9. Routing Behavior 
Hop-by-hop routing with preferred path selection. 

10. Multi-Path and Failover 
Stages from single path to weighted and parallel paths. 

11. Queueing and Priority 
Priority-based queue with possible preemption. 

12. Store-and-Forward 
Supports memory and persistent storage with TTL cleanup. 

13. Trust and Authorization 
Defines who can send what and when approval is needed. 

14. Loop Prevention 
Duplicate suppression and replay protection using MSGID. 

15. Error and Failure Reporting 
Standard failure codes and reporting. 

16. Observability 
Audit logs with required and optional fields. 

17. Gateway Policy 
Defines gateway roles and operating modes. 

18. Regulatory and Operator Control 
Defines when human approval is required. 

19. Staged Implementation Plan 
Phase 1–4 roadmap from simple to advanced routing. 



20. Immediate Decisions 
Defines key parameters to lock before coding. 


